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1
Decision/action requested

This contribution proposes to introduce a New Key issue on automated certificate management for SBA NF to TR 33.876.
2
References

[1]
SP-210419 New SID on Standardising Automated Certificate Management in SBA
[2]
3GPP TS 33.310 Network Domain Security (NDS); Authentication Framework (AF); (Release 17)

3
Rationale

According to the SID of FS_ACM_SBA[1], a unified procedure for automatically managing SBA certificates is required to automatically distribute certificates to NFs in the PLMN:
-
Standardise the use of a single automated certificate management protocol and procedures for certificate life cycle events within intra-PLMN 5G SBA (i.e. to be used by all 5GC NFs including NRF, SCP, and SEPP etc.)

Currently the certificate management procedure for the base station has been specified in the Annex G of TS 33.310[2]. The base station can automatically request certificate from RA/CA based on the CMPv2 protocol.
In addition to follow the general certificate rules, the SBA Certificate shall contain specific information, such as NF Instance ID, FQDN and NF type, as specified in Clause 6.1.3c of TS 33.310[2]. Since TLS connections between NFs are directional, the NF may need to request TLS client certificate and/or TLS server certificate. The information contained in the client certificate and server certificate is different, as specified in Clause 6.1.3c of TS 33.310[2]. Different type of NFs may need to request different types of certificates, for example, the AMF may need to request TLS client certificate and TLS server certificate, the SCP may only need to request TLS client certificate.
Therefore, the CMPv2 based certificate management procedure may be extent to meet the 5G SBA certificate format requirements and distribute different type of certificate for different types of NFs.
4
Detailed proposal

It is suggested to approve the following change. 
*************** Start of the 1st change ****************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]
3GPP TS 33.310: "Network Domain Security (NDS);Authentication Framework (AF)(Release 17)".

*************** End of the 1st change ****************

*************** Start of the 2nd change ****************

5
Key issues 
5.X
Key issue #X: Automated certificate management for SBA NF
5.X.1
Key issue details

Comparing to certificates in 4G system and certificates in gNB, the 5G SBA Certificate shall contain specific information, such as NF Instance ID, FQDN and NF type, as specified in Clause 6.1.3c of TS 33.310[x].

Since TLS connections between NFs are directional, the NF may need to request TLS client certificate and/or TLS server certificate. The information contained in the client certificate and server certificate is different, as specified in Clause 6.1.3c of TS 33.310[x]. Different type of NFs may need to request different types of certificates, for example, the AMF may need to request TLS client certificate and TLS server certificate, the SCP may only need to request TLS client certificate.
Therefore, the automatic certificate request procedure shall meet the 5G SBA certificate format requirements and distribute different type of certificate for different types of NFs.
5.X.2
Security threats

If the 5G SBA certificate does not contain the requested parameters, the TLS connection establishment may fail, and subsequent security procedures (such as token requests) that use the parameters in the certificate may fail.

If the automatic certificate management procedure does not distinguish the NF type, the requested 5G SBA certificate cannot meet the TLS connection establishment requirements. As a result, the TLS connection may fail. For example, if the AMF obtains only the TLS client certificate or TLS server certificate, the AMF can establish only one-way TLS connections with other NFs. 
5.X.3
Potential security requirements

The 5GS shall support certificate management procedure that meet the 5G SBA certificate format requirements and distribute different types of certificates for different types of NFs.
*************** End of the 2nd change ****************

